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Abstract

Monitoring critical infrastructure (CI) like national power networks in developing countries is hindered
by the limited coverage and high cost of traditional data collection methods (e.g., sensors, SCADA),
making real-time situational awareness difficult during service disruptions. In contrast, social media
platforms like X (formerly Twitter) offer a rich but underutilized source of real-time user-generated
data. However, its unstructured, noisy, and diverse nature challenges traditional Al methods. This paper
proposes a fully automated pipeline leveraging Generative Al (GenAl), specifically Large Language
Models (LLMs), to extract and synthesize actionable insights from social media. The system includes
Twitter API-based data ingestion, LLM-driven filtering and classification, geolocation inference, and
visualization. A case study in Uganda validates its ability to detect power disruption events, addressing
crowd-source data challenges.

Keywords: Infrastructure Monitoring, GenAl, LLMs, Social Media Analytics, Real-Time Systems,
Uganda

1. Introduction

Critical Infrastructure (CI), including roads, power lines, and underground water systems forms the
backbone of a country’s operations, as their disruption can trigger cascading effects across vital sectors
such as the economy, education, public health, and safety (Xu et al., 2024 , Huang et al., 2022).
However, in practice, maintaining uninterrupted 24/7 operation of such infrastructure is often
unfeasible, particularly in developing countries, due to their heightened vulnerability to natural disasters
like floods and human-induced threats such as vandalism, in addition to the inherent technical faults. In
the face of service disruptions, having real-time operational status and situational awareness of the CI
becomes essential for fault localization and implementing effective recovery strategies to reduce service
downtime. This is especially important for large-scale, nationwide systems such as power lines which
are typically managed by a single service provider, as is common in many developing countries like
Uganda (Uganda Manufacturers Association, 2025). Nevertheless, maintaining situational awareness of
critical infrastructure remains a complex and demanding task. Traditional monitoring and data collection
methods such as physical inspections, SCADA systems, and sensor networks often prove inadequate
due to limited coverage, slow response times, and susceptibility to disasters and disruptions like power
outages. In Uganda, for example, the vast power grid stretching 65,129 km and the planned 1,443 km
oil pipeline make real-time situational analysis through conventional means impractical. Deploying
sensor networks across such expansive infrastructure would be prohibitively expensive, necessitating
new innovative, resilient, and scalable monitoring solutions.

The proliferation of internet connectivity and widespread use of social media platforms has led to the
generation of vast amounts of user-shared content in form of images, text, and videos related to critical
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infrastructure (Chen et al., 2021). This crowdsourced data offers an untapped opportunity to overcome
the limitations of traditional data collection methods, particularly restricted coverage and prohibitive
costs for massive deployment. By tapping into this real-time infrastructure related information,
situational awareness can be significantly enhanced, especially for geographically distributed
infrastructure, thus turning human social media users into mobile, distributed, adaptive and intelligent
sensor nodes.

However, several key challenges arise when attempting to extract meaningful and actionable insights
from social media data especially for the adopted case study:1) the data is inherently diverse in format
and is often cluttered with noise, including unstructured grammar; 2) Similar sentence structure could
imply opposite operational state of infrastructure i.e. sarcastic text; 3) multiple locations can have
similar names, complicating incident localization; 4) keywords related to incidents are diverse,
complicating effective search and filtering (Ziaullah et al., 2024). These complexities render
conventional human-centric approaches even rule-based Al approaches insufficient for real-time, CI
monitoring, and situational insight generation especially when high responsiveness and actionable
insights are crucial.

As infrastructure becomes increasingly vulnerable to environmental threats and natural disasters,
ensuring its resilience and consistent functionality has become a central research focus. A wealth of
existing work (He et al., 2024, Oguntoye et al., 2024, Xu et al., 2024, Deelstra et al., 2023, Gagliardi et
al., 2023, Inam et al., 2023, Huang et al., 2022, Wahyuni et al., 2014, Tariq et al.,2013) has explored
enhancing the robustness of buried systems like transit tunnels and roadways through sensor networks
and mathematical modeling. However, these methods often struggle with scalability due to their limited
geographic reach and significant resource requirements, making them less suitable for fast-changing,
large-scale environments.

To address limitations of conventional data collection schemes, recent works have explored the potential
of crowd-sourced-data, specifically social media data for disaster insight generation and user behavioral
analysis ( Caliskan et al.,2025, Imran et al., 2025, Jiao et al., 2025, Yin et al., 2025, Zguir et al., 2025,
2025, Ziaullah et al., 2024). Crowd-sourced data has also been investigated for infrastructure
monitoring with notable work by (Ziaullah et al., 2024) integrating Al, specifically a single LLM model
for generation of synthetic text data, albeit within controlled datasets pertaining to predefined regions,
thus overlooking practical challenges related to insight extraction from crowd-sourced data.

To address this gap, this paper introduces pipeline leveraging Generative Al to extract human-
interpretable insights and generate real-time alerts about CI anomalies from social media streams. The
system leverages the reasoning and pattern recognition capabilities of LLMs to handle large-scale and
heterogeneous datasets. This approach is validated through a case study in Uganda power system
demonstrating its effectiveness in identifying power-related service disruptions, particularly in power
infrastructure while addressing core challenges in social media data analysis. Our contribution is
fourfold:

. Automated pipeline for end-to-end CI situational analysis generation and insight extraction.

. LLM integration into the pipeline for external tool invocation, search keyword refinement and
extraction of CI related alerts and insights.

. Integration of visualization module for rendering actionable insights regarding the power supply
infrastructure.

. Incorporation of external tools (e.g., maps) to disambiguate locations and enhance the LLM’s
knowledge base.

The rest of the paper is organized as follows: Section 2 presents proposed framework GLISAA
framework while the performance evaluation of the framework is introduced in section 3. The paper is
concluded in section 4.

2. Methodology

The proposed architecture of the pipeline is shown in Figure 1. As shown, the framework is consisted
of components for the following functionality:
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2.1 Data Collection and Pre-processing

The framework crowdsources data from platforms like Twitter (X) using APIs, focusing on
infrastructure-related information specific to Uganda. The data collection and preprocessing pipeline
involved the following aspects:

2.1.1 Keyword Refinement

Initially, keyword-based searches were manually crafted using terms such as “power outage” and
“power blackout + in Uganda.” However, these broad keywords often retrieved tweets unrelated to
Uganda or the power infrastructure, while also missing relevant ones. To improve the search precision,
tweets tagged to UEDCL (Uganda Electricity Distribution Company Limited) the Ugandan power
distribution company were retrieved. Then using these tweets, a large language model (LLM) agent was
employed to identify power-related events.

Tweet Analysis by
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- Location
Data Generation Extraction Extriction

Real time Tweets

X API
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Fig. 1: . GLISSA Framework

From this curated set, the most frequently occurring and contextually relevant keywords across all
tweets were extracted and used for improved tweet retrieval. It was identified that some of these
incidents were specific to the Uganda context. For instance, " not possible to load Yaka " where Yaka
refers to the prepaid tokens used to activate/credit the smart prepaid electric meters. This approach
enhanced the relevance and geographic specificity of the data collected.

2.1.2 Synthetic Data Generation

Due to restrictions and high costs associated with the Twitter API, access to relevant Ugandan Twitter
data was limited, which impeded the development of a comprehensive infrastructure monitoring system.
To address this challenge, the study employed the Groq model to generate synthetic tweets that
realistically simulate local scenarios (e.g., power outages, road disruptions, yaka loading issues, etc )
to supplement the limited real data, facilitating effective training, testing, and validation of our pipeline
under conditions reflective of Uganda’s infrastructure landscape.

2.2 Insight Extraction

This involved extraction of situation insights involving extraction of power service-related incident
(such as outage, black out, falling pole, yaka loading failure, burning transformer, etc) and the associated
locality for the incident. However, extraction of locations was complicated by fact that Names could be
misspelt leading to failure to locate them to the visualization map. We applied fuzzy logic through
RapidFuzz’s token sort ratio_scorer, which compares distorted location names to known ones by
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measuring similarity based on token sorting and edit distance. This allows the system to handle common
distortions such as misspellings, causing errors, and spacing inconsistencies by selecting the closest
match with a similarity score above a defined threshold.

2.3 Visualization

The incidents extracted by the pipeline are displayed on a visualization map highlighting high level
insights regarding the infrastructure including incident name, location and where available cause of
incidents.

3. Results and Discussion
This section introduces the key results of the proposed framework and their discussion.

3.1 Fuzzy Logic Performance

To validate the performance of the fuzzy logic, the locations in the tweets were subjected to random
manipulation through character insertion, deletion, flipping and space insertion and case manipulation.
The result shows that fuzzy logic predicts the correct location names to an accuracy of 0.82 which is
82% on average for all manipulations. An example of the character changes for the different places and
the corresponding fuzzy score are shown in Table I.

Table 1: Fuzzy Matching results

True Lo- Distorted Predicted Fuzzy
cation Location Location Score
Kampala Kampaa Kampala 923
Kampala Kam Pala Kampala 80
Jinja Jitnja Jinja 90.9
Jinja jiNJA None 36.4
Mbale Mblae Mbale 80
Mbale Mable Mbale 80
Arua AruA Arua 75
Arua Aua Arua 85.7
Mbarara Mbaara Mbarara 923

The confusion matrix shown in Figure 2 shows that the fuzzy logic model performs well in identifying
the different locations even after undergoing character-level distortions achieving an overall accuracy
of 82%. This suggests that while the fuzzy logic model is robust to noise, certain locations may be more
susceptible to ambiguity due to the similarity in their manipulated forms or shorter names.
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Fig. 2: Confusion Matrix for the Fuzzy matching step

3.2 Visualization

The output of the insight extraction process is illustrated in Figure 3. This visualization map highlights
power-related incidents detected from social media data, including the affected locations and, where
identifiable, the likely causes of the disruptions. By automatically surfacing this information, the system
significantly reduces the manual effort typically required to sift through large volumes of unstructured
online content for relevant incident alerts. This not only accelerates situational awareness but also
enables quicker decision-making and response, especially in resource-constrained environments where
timely intervention is critical.
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Fig. 3: Visualization map for insight extraction
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4. Conclusion

This paper has introduced a novel, fully automated framework that harnesses the capabilities of Large
Language Models to extract actionable insights from social media data for realtime monitoring of
critical infrastructure, specifically power networks in low-resource settings. By effectively addressing
key challenges such as data noise, keyword diversity, and geolocation ambiguity, the system delivers
scalable situational awareness with minimal dependence on expensive physical infrastructure. A case
study conducted in Uganda demonstrates the framework’s ability to detect and classify power-related
incidents, such as outages, underscoring its practical value for infrastructure maintenance and disaster
response. This work highlights the untapped potential of user-generated content as a complementary
resource to traditional critical infrastructure monitoring tools, especially in regions where conventional
methods are limited.

Future efforts will focus on integration of language translation capabilities into the framework to cater
for the multilinguistic nature of Uganda social media users and integration of multi-modal data sources
including sensory data, images and videos to generate insights.
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